Foreword

Anyone who has tried to write a nontrivial piece of software knows from
bitter experience that the code is not likely to work quite right after the first
successful compilation; nor the second or third. Sometimes, it takes a while to
discover how a seemingly correct program can fail in subtle ways. The same
is of course true for commercially developed software. Small flaws can hide
for years and strike at the most inconvenient moment. So we learn to backup
our data and cope with the apparently inevitable. There are, however, cases
where we do not have the luxury of accepting products that may be subtly
flawed. In some applications, software defects can lead to a loss of life or
cause significant economical damage. Given that so much of our world is
now controlled by software, finding ways to make this software more reliable
is perhaps the most important technical challenge of our age. So, how can we
accomplish this?

Most critical software applications execute in a multithreaded environ-
ment, with numerous external dependencies: they are concurrent. It is es-
pecially the concurrency aspects — the mutual dependencies — that are dif-
ficult to get right. Fortunately, today powerful tools are available to verify
the logical correctness of concurrent (distributed, parallel, or multithreaded)
programs. SPIN is perhaps the leading example of such a tool. Its develop-
ment dates back to roughly 1980, with a first free version publicly released
in 1991. It is often considered to be one of the most powerful model checkers
available.

SPIN is increasingly used in the classroom to teach concurrency and
model checking techniques, but, most important, it is applied in industrial
practice to solve real problems in the construction of large-scale distributed
software systems. The tool has been used for the verification of everything
from operating systems software and communications protocols to railway
signaling systems. Some of the larger applications are especially inspiring. In
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the late 90s, for instance, SPIN was used to verify the control algorithms for
a large new flood control system near Rotterdam in The Netherlands. It was
used between 1999 and 2001 at Bell Laboratories to verify the call processing
software for a new telephone switch. And, finally, SPIN is used increasingly
for a thorough verification of key control algorithms for interplanetary space
missions at NASA.

So far, most publications on the SPIN system have focused on its theo-
retical background, with less attention being paid to routine usage and ap-
plication. This book offers for the first time a comprehensive introduction to
SPIN from a user’s perspective. It makes the capabilities of the tool accessi-
ble to a much broader audience. All key concepts are explained step-by-step,
without fuss, in a clear and instructive way that can get the reader up to
speed very quickly. As such, this book has no competition. This is the best
introduction to the SPIN tool.

Gerard J. Holzmann
Pasadena, California
May 2007
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Surrounded as we are by software for personal computers, electronic gadgets
and entertainment websites, it is easy to lose sight of the massive amount of
software embedded in critical systems. I was surprised when I found out
that the computerized systems in modern cars have half a million lines of
code, and that electronics account for 25% of their cost and this percentage is
forecast to increase.! Perhaps it is easiest to characterize a critical system as
one that must be delivered without one of those infamous “end user license
agreements” that disavows liability and requires you to renounce any claim
to a guarantee.

Formal methods are powerful tools in the arsenal of software engineers
who develop software that must work correctly. While the principles of for-
mal methods were developed decades ago by pioneers of computer science
like C.A.R. Hoare and the late E.W. Dijkstra, only recently have theoretical
advances and progress in the development of software tools enabled their
widespread use.

Model checking

One of the most powerful formal methods is model checking. In principle
model checking is trivial: simply generate all possible states of a program
and check that the correctness specifications hold in each state. Furthermore,
generating states and checking specifications can be done mechanically by
a software tool. In practice, sophisticated algorithms based upon automata
theory and logic are needed to perform model checking on nontrivial pro-
grams which have billions or trillions of states.

1 Klaus Grimm. Software technology in an automotive company — Major challenges,
Proceedings of the 25th International Conference on Software Engineering, 2003, 498-503.
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Even the best model checkers are not “plug and play”: If a program has
even one 32-bit integer variable, at each location during the execution of the
program that variable can give rise to as many as 2%? different states. As
the name implies, model checkers do not check programs, but rather models,
which are high level descriptions of a system. The challenge for a software
engineer is to develop a model that faithfully represents the system, while
at the same time remaining sufficiently concise to enable its correctness to
be checked with the available resources. The complementary challenge for
designers of model checkers is to include sufficiently expressive constructs
to facilitate the construction of faithful models, while leaving out constructs
that cannot be efficiently implemented.

SPIN

SPIN is a model checker developed by Gerard J. Holzmann for verifying com-
munications protocols. It has since become widely used in industries that
build critical systems. In 2001, Holzmann received the ACM Software Sys-
tems Award for the development of SPIN. My interest in SPIN arose from my
long-time engagement in teaching concurrent programming. Pieter Hartel
convinced me to look into SPIN, and I found that SPIN is a very rare arti-
fact: Although it is an industrial-strength tool, it can be easily used by stu-
dents. The software is simple to install and to run, and models are written in
PROMELA, which looks like a familiar programming language.

This led to my writing a new edition of the textbook Principles of Concur-
rent and Distributed Programming (Ben-Ari, 2006), which included material on
SPIN. In addition, I built pedagogical software tools that leverage the capa-
bilities of SPIN. I have come to believe that SPIN can be used to introduce
students to important concepts in computer science, such as logic, automata,
concurrency, nondeterminism, and program verification.

The only impediment I found to the wider use of SPIN in computer sci-
ence education was the lack of an introductory book. The Spin Model Checker:
Primer and Reference Manual (Holzmann, 2004) contains, in addition to ele-
mentary explanations, a wealth of material on the theory and implementa-
tion of SPIN, and on the design and verification of models for communica-
tions systems. As such, beginners might find it difficult to use as an introduc-
tory text.

Principles of the Spin Model Checker is intended as an introduction to SPIN
for undergraduate students and for programmers without a strong back-
ground in formal methods. It presents the concepts of model checking, the
constructs of PROMELA, and the capabilities of SPIN comprehensively, but
in steps of gradually increasing difficulty. The book is self-contained, but
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will probably be accessible only to readers with two or three years of pro-
gramming experience. An elementary knowledge of logic — the propositional
calculus - is also required; see my textbook Mathematical Logic for Computer
Science (Ben-Ari, 2004) if you need help.

The book describes SPIN-based software tools that I have developed: the
JSPIN development environment, SPINSPIDER for visualizing state diagrams,
and VN for experiencing nondeterminism.

Of course, once you actually start to work with SPIN, you will want to
consult The Spin Model Checker and the man pages.?

Overview of the book

The book is organized into three parts. Chapters 1 through 5 introduce the
main concepts that are needed to write models in PROMELA and to verify
them with SPIN. Chapters 6 and 7 present structures in PROMELA that are es-
sential for constructing models, while Chapters 8-11 include more advanced
and optional material.

Models in SPIN are written in the PROMELA language; its syntax is based
upon that of C, but it is sufficiently different that it seems worthwhile to
give a gentle introduction to PROMELA and SPIN using sequential programs
(Chapter 1). This is followed in Chapter 2 by an introduction to verification,
again within the context of sequential programs. SPIN is primarily used for
modeling and verifying concurrent systems, and this is presented in Chap-
ter 3 on modeling multiprocess systems, in Chapter 4 on the synchronization
of processes, and in Chapter 5 on linear temporal logic that is used to express
correctness specifications in SPIN.

Chapter 6 is concerned with constructs for structuring data and pro-
grams, and Chapter 7 explains channels, which are used for modeling dis-
tributed systems, as well as for implementing data structures.

Chapter 8 diverges from the usual view of model checkers as tools for ver-
ifying concurrent and distributed systems. It shows how SPIN can be used
to teach the important concept of nondeterminism that appears in many
contexts in computer science, such as algorithms and automata. Chapter 9
presents advanced PROMELA constructs and Chapter 10 surveys advanced
capabilities of SPIN for expressing correctness specifications and for optimiz-
ing verifications.

The book concludes with five cases studies in Chapter 11 designed to
bring together the individual PROMELA programming structures that were

2 man pages form the definitive documentation. They can be found in Chapters 16—

19 of the The Spin Model Checker (Holzmann, 2004) and online at the SPIN website;
they can also be downloaded with the SPIN distribution.



X Preface

presented in isolation: (a) the implementation of a complex data structure; (b)
further examples of nondeterministic algorithms; (c) a real-time scheduling
algorithm; (d) a model that uses discrete time; (e) an advanced algorithm for
a distributed system.

Appendix A gives an overview of the software tools I have developed.
For details see the documentation included within the archive for each tool.
Appendix B contains the addresses of relevant websites. A short list of refer-
ences will direct you to more advanced books.

Instructions for running SPIN are given in two forms: (a) using the JSPIN
environment, and (b) commands and arguments for running SPIN directly
from the command line.

The source code of all the PROMELA programs in the book is available on
the companion website at www. springer.com/978-1-84628-769-5.

Conventions

Starred (*) sections can be skipped on your first reading and returned to later
on. Framed text is used to emphasize important warnings. Passages marked
Advanced can be safely passed over by most readers. Acronyms are used for
several books referred to frequently: SMC for Holzmann (2004), MLCS for
Ben-Ari (2004), and PCDP for Ben-Ari (2006).
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